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Practice direction update;

odeCiLtanton Piller]
orders in Queensiand

earch orders are generally granted

and subsequently executed ex

parte.’ Historically, such a remedy

has most readily been exercised in
matters relating to the infringement of intel-
lectual property rights (IPR), such as copy-
right theft or unauthorised trademark usage.’
Such orders are also known as Anton Piller or-
ders.’

On May 8, 2007, the Supreme Court of
Queensland published a revised practice direc-
tion for search orders.’ This update follows the
continued “harmonisation of court rules” pro-
jectundertaken by the Council of the Chief Jus-
tices of Australia and New Zealand and subse-
quent introduction of the revised Federal Court
of Australia Practice Note in May 2006.” These
harmonised court rules are notable, inter alia,
for:

(a) extending the duties of the independent
solicitor beyond mere supervision of search or-
der execution

(b) recommending the engagement of an in-
dependent computer expert (ICE) where com-
puters may form part of a search, and

(c) providing clarity in dealing with claims of
privilege in relation to electronically stored in-
formation (ESI) as part of a search order.

KEY POINTS

1. Recently revised Federal and
Supreme Court practice guidelines
recommend the engagement of an
independent computer expert (ICE)
for search orders where computer
searches are envisioned.

2. Verify the qualifications and
competency, both technical and
legal, of an ICE.

3. Know how to deal with privilege
claims as part of a search order,
including electronically stored
information (ESI).

Article by Seamus E. Byrne' and
Geoffrey Lambert?

The independent solicitor is a fundamental
part of the search party8 and their role has been
extended well beyond mere service and super-
vision of the execution of the search order. The
duties of the independent solicitor include:’

(a) compiling a list of all things to be re-
moved from the respondent’s premises

(b) verifying the compiled list with the re-
spondent for accuracy

(c) taking custody of all things removed from
the respondent’s premises until the return date
— this ordinarily includes things that are dis-
puted as within the scope of the order'’

(d) submitting a written report to the court re-
garding the execution of the order, and

(e) attending court on the return date to po-
tentially release things removed from the re-
spondent’s premises.

The independent solicitor has discretionary
power to “remove a computer from the pre-
mises for safekeeping or for the purpose of
copying its contents electronically or printing
out information in documentary form”." >>
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It is submitted that this discretionary power
should only apply when an ICE was not ap-
pointed, as computers were not envisaged as
part of the search order."

The Pro-forma Search Order” also provides
that the independent solicitor will give under-
takings to the court, including specifying that
the search order be executed in a manner “so as
to minimise disruption to the respondent”. In
addition to the high probability risk of evidence
spoliation, a well-intentioned independent so-
licitor taking a respondent’s standalone com-
puter system ‘offline’ for a few hours or remov-
ing one or more computers can potentially re-
sult in significant unnecessary disruption. The
ubiquity of computer networks creates even
further risk in the event of well-intentioned ac-
cess or removal of mission-critical computers.

Recent case law highlights the difficulties
and consequences readily associated with ob-
taining and managing ESL"

These recent changes impose a significant
and as yet untested duty upon the independent
solicitor and there is a clear need for these indi-
viduals to have or be provided the opportunity
to obtain appropriate experience in dealing
with electronic evidence. Alternatively, it is
highly advisable to outsource such tasks to an
ICE.

The ICE is an essential member of the search
party when computers are anticipated as part of
a search order. However, the Supreme Court
Practice Direction currently provides no guid-
ance or clarification as to the qualifications
and experience required for an individual to be
appointed as an ICE.

Notwithstanding this, it is reasonable to as-
sume that such individuals have a demon-
strated understanding of, as well as operational
and practical experience in, both the relevant
law and technology."” This is essential to devel-
oping strategies to assist legal professionals
identify,16 secure and manage ESI that falls
within the scope of the relevant order as well as
the subsequent analysis, management and pre-
sentation of such ESI as evidence before a
court of law."”

In particular, the role of the ICE may include:

(a) searching the respondent’s computers for
listed things in the form of ESI"®

(b) making a copy of one or more computer
hard drives'’

(c) ensuring a chain of custody is maintained
for each computer hard drive and copies
thereof,20 and

(d) producing a report as to the performance
of'their preliminary findings, generally includ-

ing their search regime, a directory and file list-
ing of ESI contained on the forensic images of
the hard drives.”

Consequently, an ICE should have a clear un-
derstanding of their role and a concomitant
ability to act as a ‘technology translator’ facili-
tating effective and meaningful outcomes in
terms of the relevant order.

Similar to the independent solicitor, the ICE
must undertake to perform their duties with
minimal disruption to the respondent.

Traditional computer forensics typically in-
volves shutting down or ‘pulling the plug’ on a
computer prior to creating a forensic image22 of
the one or more physical hard drives within the
computer (physical forensic imaging).23 Creat-
ing a forensic image of even an ‘average sized’
computer hard drive can be time intensive. As
mentioned above, this clearly has the potential
to cause disruption to the respondent.

Emerging computer forensics techniques,
variously referred to as ‘live forensics’, facili-
tate forensic imaging whilst the computer is
still running and in operation,” resulting in lit-
tle or no downtime to the respondent’s com-
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puter (and business operations which rely upon
such computers). In addition, tools and strate-
gies are available that facilitate ‘logical foren-
sic imaging’, that is, creating a forensically-ac-
ceptable image (or copy) of specified files out-
lined within a search order. For example, the
scope of what is forensically copied could be
limited to all Microsoft Word documents
within a certain user’s folders or directory.25

Regardless of the strategy employed by the
ICE, it is essential that the independent solici-
tor sufficiently understands such tools and
strategies to both effectively supervise and dis-
charge the duty imposed upon them.”

Subject to the restrictions on entry, search
and removal, the respondent must:

(a) disclose the location of “all computers,
computer disks and electronic information
storage devices ... ”

(b) provide all necessary passwords to access
and operate computers

(c) permit an ICE to search any computer and
make a copy of any computer hard drive, and

(d) permit an ICE or the independent solici-
tor to remove any computer or computer hard
drive.”

From the time prior to admitting entry to the
search party until the return date, the respon-
dent also must “not disturb or remove any listed
things”.” Due to the nature of ESI, it is highly
likely that adverse consequences would follow
if the respondent was found to have intention-
ally deleted, overwritten or otherwise de-
stroygd ‘potentially relevant’ ESI during this
time.

The Supreme Court Practice Direction sets
out the following procedures for dealing with
privilege claims as part of a search order:
Hard-copy documents

(a) Prior to permitting entry to anyone other
than the independent solicitor, the respondent
has the opportunity to place any documents
passed between the respondent and its lawyers
subject to privilege to the independent solicitor
for sealed envelope or container.” Anything
provided via this method is not to be inspected
by anyone until the return date.”

(b) Prior to the return date, the respondent
shall be entitled, in the presence of the inde-

pendent solicitor, to inspect anything removed
from the premises and make copies of the
same, and provide the independent solicitor
with a signed list of things which are claimed to
be privileged or conf idential.”

(c) On the return date, privilege claims are to
be considered.”

Computers and electronically
stored information (ESI)

In regard to computers and ESI, the follow-
ing process is applied:

(a) The respondent is entitled to object to the
conduct of the ICE on the ground that the com-
puter contains material that is otherwise privi-
1eged.34

(b) Upon making the objection, the conduct
of the ICE becomes inoperative to the extent of
the objection. For example, the ICE may be re-
stricted from searching and creating a forensic
image of one or more computers.”

(c) If the respondent objects, and the appli-
cant proposes to contest the objection, the role
of the ICE is limited to removing the computer
(or the computer hard drive) from the premises
and delivering it into the custody of the inde-
pendent solicitor for delivery to the court at or
prior to the return date.™

(d) If computers are left and only a forensic
image is taken, the respondent should be able to
provide a signed list of things claimed to be
privileged or confidential on the computers, or

if the computer or computers are taken prior to
the return date, the respondent shall be entitled,
in the presence of the independent solicitor to
inspect anything removed from the premises
and make copies of the same, and provide the
independent solicitor with a signed list of
things which are claimed to be privileged or
confidential.”’

(e) On the return date, privilege claims are to
be adjudicated.38

Recent case law and decisions involving the
Federal Court Practice Note™ have highlighted
the myriad of issues faced by lawyers when ad-
dressing strategies to search and manage large
volumes of ESI with respect to privileged and
confidential information.” The revised prac-
tice guidelines have arguably resulted in in-
creased and timely judicial consideration of
significant issues related to ESI. Given the con-
tinued ubiquity of ESI, it is submitted that:

(a) Authoritative and accepted standards,
guidelines, accreditations or qualifications re-
garding ICEs need to be considered and devel-
oped by relevant stakeholders, including the
Law Council of Australia and law societies, to
facilitate the informed engagement and verifi-
cation of such individuals.

(b) The roles of the independent solicitor and
the ICE need to be further developed to effec-
tively address and manage privilege claims as
part of a search order particularly in relation to
ESIL

(c) Appropriate general awareness and edu-
cation strategies need to be developed by rele-
vant stakeholders and delivered to those indi-
viduals involved in seeking and executing
search orders with a view to formalising appro-
priate minimum requirements.
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