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earch or ders are generally granted
and sub se quently ex e cuted ex
parte.3 His torically, such a remedy
has most readily been ex er cised in

matters relating to the in fringement of in tel-
lectual property rights (IPR), such as copy-
right theft or un author ised trademark us age.4

Such or ders are also known as Anton Piller or-
ders.5

On May 8, 2007, the Su preme Court of
Queensland pub lished a re vised prac tice di rec -
tion for search or ders.6 This up date fol lows the
con tin ued “har mo ni sa tion of court rules” pro-
ject un der taken by the Coun cil of the Chief Jus -
tices of Aus tralia and New Zea land and sub se-
quent in troduction of the re vised Federal Court
of Aus tralia Prac tice Note in May 2006.7 These
har mo nised court rules are no table, inter alia,
for:

(a) ex tending the du ties of the independent
so lic i tor be yond mere su per vi sion of search or-
der ex e cu tion

(b) rec ommending the en gagement of an in-
dependent com puter ex pert (ICE) where com -
puters may form part of a search, and

(c) pro vid ing clar ity in deal ing with claims of 
priv i lege in re la tion to elec tron i cally stored in-
for ma tion (ESI) as part of a search order.

The in de pend ent so lic i tor
The in de pend ent so lic i tor is a fun da men tal

part of the search party8 and their role has been
extended well be yond mere ser vice and su per-
vision of the ex e cution of the search or der. The
du ties of the in de pend ent so lic i tor in clude:9

(a) com piling a list of all things to be re -
moved from the re spon dent’s pre mises

(b) verifying the com piled list with the re -
spon dent for ac cu racy

(c) tak ing cus tody of all things re moved from 
the re spondent’s pre mises un til the re turn date
– this or dinarily in cludes things that are dis -
puted as within the scope of the or der10

(d) sub mitting a writ ten re port to the court re -
garding the ex e cution of the or der, and

(e) at tending court on the re turn date to po -
tentially re lease things re moved from the re -
spon dent’s pre mises.

The in de pend ent so lic i tor
– com put ers, no ICE

The in de pend ent so lic i tor has dis cre tion ary
power to “re move a com puter from the pre-
mises for safe keeping or for the pur pose of
copy ing its con tents elec tron i cally or print ing
out in for ma tion in doc u men tary form”.11

KEY POINTS
1. Re cently re vised Fed eral and
Su preme Court prac tice guide lines
rec om mend the en gage ment of an
in de pend ent com puter ex pert (ICE)
for search or ders where com puter
searches are en vi sioned.
2. Ver ify the qual i fi ca tions and
com pe tency, both tech ni cal and
le gal, of an ICE.
3. Know how to deal with priv i lege
claims as part of a search or der,
in clud ing elec tron i cally stored
in for ma tion (ESI).
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It is submitted that this discretionary power

should only ap ply when an ICE was not ap -
pointed, as com puters were not en vis aged as
part of the search or der.12

The Pro-forma Search Or der13 also pro vides
that the in de pend ent so lic i tor will give un der-
tak ings to the court, in clud ing spec i fy ing that
the search or der be ex e cuted in a man ner “so as
to mini mise dis ruption to the re spon dent”. In
addition to the high prob ability risk of evidence
spo li a tion, a well-in ten tioned in de pend ent so-
lic i tor tak ing a re spon dent’s standalone com-
puter sys tem ‘offline’ for a few hours or re mov-
ing one or more computers can po tentially re -
sult in sig nif i cant un nec es sary dis rup tion. The
ubiquity of com puter net works cre ates even
fur ther risk in the event of well-intentioned ac-
cess or re moval of mis sion-crit i cal com put ers.

Recent case law high lights the dif ficulties
and con se quences readily as so ci ated with ob-
tain ing and man ag ing ESI.14

These re cent changes im pose a signif i cant
and as yet un tested duty upon the in dependent
solicitor and there is a clear need for these indi-
viduals to have or be pro vided the op por tu nity
to ob tain ap pro pri ate ex pe ri ence in deal ing
with elec tronic ev i dence. Al ter na tively, it is
highly ad visable to outsource such tasks to an
ICE.

In de pend ent com puter ex pert
The ICE is an es sential mem ber of the search

party when com puters are an tic ipated as part of 
a search order. How ever, the Supreme Court
Prac tice Di rec tion cur rently pro vides no guid-
ance or clar i fi ca tion as to the qual i fi ca tions
and ex pe ri ence re quired for an in di vid ual to be
appointed as an ICE.

Notwithstanding this, it is rea sonable to as -
sume that such indi vid uals have a dem on-
strated un derstanding of, as well as op erational
and prac ti cal ex pe ri ence in, both the rel e vant
law and tech nology.15 This is es sen tial to de vel-
op ing strat e gies to as sist le gal pro fes sion als
iden tify,16 se cure and manage ESI that falls
within the scope of the rel e vant or der as well as
the sub se quent anal y sis, man age ment and pre-
sentation of such ESI as evidence be fore a
court of law.17

In par tic ular, the role of the ICE may in clude:
(a) search ing the re spon dent’s com put ers for

listed things in the form of ESI18

(b) mak ing a copy of one or more com puter
hard drives19

(c) en suring a chain of cus tody is main tained
for each computer hard drive and cop ies
thereof,20 and

(d) pro ducing a re port as to the perfor mance
of their pre lim i nary find ings, gen er ally in clud -

ing their search re gime, a di rectory and file list -
ing of ESI con tained on the fo rensic im ages of
the hard drives.21

Consequently, an ICE should have a clear un -
derstanding of their role and a con comitant
ability to act as a ‘tech nology trans la tor’ facili-
tat ing ef fec tive and mean ing ful out comes in
terms of the rele vant or der.

Rea son able endeavours,
min i mal dis rup tion
and hard drives

Sim i lar to the in de pend ent so lic i tor, the ICE
must un der take to per form their du ties with
min i mal dis rup tion to the re spon dent.

Tra di tional com puter fo ren sics typ i cally in-
volves shut ting down or ‘pull ing the plug’ on a
computer prior to creating a fo rensic im age22 of 
the one or more physical hard drives within the
com puter (phys i cal fo ren sic im ag ing).23 Cre at-
ing a fo ren sic im age of even an ‘av er age sized’
computer hard drive can be time in tensive. As
mentioned above, this clearly has the po tential
to cause dis ruption to the re spon dent.

Emerg ing com puter fo ren sics tech niques,
var i ously re ferred to as ‘live fo ren sics’, fa cil i -
tate fo rensic im aging whilst the com puter is
still running and in op eration,24 re sulting in lit -
tle or no downtime to the re spondent’s com -
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puter (and business op erations which rely upon
such com puters). In ad dition, tools and strat e-
gies are avail able that fa cil i tate ‘log i cal fo ren -
sic im ag ing’, that is, cre at ing a fo ren si cally-ac-
ceptable im age (or copy) of specified files out-
lined within a search or der. For ex ample, the
scope of what is fo rensically cop ied could be
limited to all Microsoft Word doc uments
within a cer tain user’s fold ers or di rectory.25

Regardless of the strat egy em ployed by the
ICE, it is es sential that the in dependent so lici-
tor suf f iciently un derstands such tools and
strat e gies to both ef fec tively su per vise and dis-
charge the duty imposed upon them.26

Com put ers & the re spon dent
Subject to the re strictions on en try, search

and re moval, the re spondent must:
(a) dis close the location of “all com puters,

com puter disks and elec tronic in for ma tion
storage de vices . . . ”

(b) pro vide all nec essary pass words to ac cess
and op er ate com put ers

(c) per mit an ICE to search any com puter and 
make a copy of any com puter hard drive, and

(d) per mit an ICE or the in dependent so lici-
tor to re move any com puter or com puter hard
drive.27

From the time prior to ad mitting en try to the
search party un til the re turn date, the re spon -
dent also must “not dis turb or re move any listed 
things”.28 Due to the na ture of ESI, it is highly
likely that ad verse con sequences would fol low
if the re spondent was found to have in tention-
ally de leted, over writ ten or oth er wise de-
stroyed ‘po ten tially rel e vant’ ESI dur ing this
time.29

Deal ing with claims
of priv i lege

The Su preme Court Prac tice Di rection sets
out the fol lowing pro cedures for deal ing with
privilege claims as part of a search order:
Hard-copy doc u ments

(a) Prior to per mit ting en try to any one other
than the in de pend ent so lic i tor, the re spon dent
has the op por tu nity to place any doc uments
passed be tween the re spon dent and its lawyers
sub ject to priv i lege to the in de pend ent so lic i tor
for sealed en velope or container.30 Anything
pro vided via this method is not to be in spected
by any one un til the re turn date.31

(b) Prior to the re turn date, the re spon dent
shall be en titled, in the pres ence of the in de-

pend ent so lic i tor, to in spect any thing re moved
from the pre mises and make cop ies of the
same, and pro vide the in de pend ent so lic i tor
with a signed list of things which are claimed to 
be priv i leged or con fi den tial.32

(c) On the re turn date, privilege claims are to
be con sid ered.33

Com put ers and elec tron i cally
stored in for ma tion (ESI)

In re gard to com puters and ESI, the fol low-
ing pro cess is ap plied:

(a) The re spon dent is en titled to ob ject to the
conduct of the ICE on the ground that the com -
puter con tains ma terial that is oth erwise privi-
leged.34

(b) Upon mak ing the ob jection, the con duct
of the ICE be comes in operative to the ex tent of
the ob jection. For ex ample, the ICE may be re -
stricted from searching and cre ating a fo ren sic
image of one or more com puters.35

(c) If the re spon dent ob jects, and the appli-
cant pro poses to con test the ob jection, the role
of the ICE is lim ited to re moving the com puter
(or the com puter hard drive) from the pre mises
and de liv er ing it into the cus tody of the in de-
pendent so licitor for de liv ery to the court at or
prior to the re turn date.36

(d) If com puters are left and only a fo rensic
image is taken, the re spondent should be able to 
pro vide a signed list of things claimed to be
priv i leged or con fi den tial on the com put ers, or

if the com puter or com puters are taken prior to
the re turn date, the re spon dent shall be en titled,
in the pres ence of the in de pend ent so lic i tor to
inspect anything re moved from the pre mises
and make cop ies of the same, and pro vide the
in de pend ent so lic i tor with a signed list of
things which are claimed to be privileged or
con fi den tial.37

(e) On the re turn date, privilege claims are to
be ad ju di cated.38

The practice guide lines
in prac tice

Recent case law and de cisions in volving the
Federal Court Prac tice Note39 have high lighted
the myriad of is sues faced by lawyers when ad -
dress ing strate gies to search and man age large
volumes of ESI with re spect to privileged and
con fi den tial in for ma tion.40 The re vised prac -
tice guidelines have ar gu ably re sulted in in -
creased and timely ju di cial con sid er ation of
signif i cant is sues related to ESI. Given the con -
tinued ubiq uity of ESI, it is sub mitted that:

(a) Authoritative and ac cepted standards,
guide lines, accreditations or qual i fi ca tions re-
garding ICEs need to be con sidered and de vel-
oped by rel e vant stake holders, in clud ing the
Law Coun cil of Aus tra lia and law so cieties, to
fa cil i tate the in formed en gage ment and ver i fi-
ca tion of such in di vid u als.

(b) The roles of the in dependent so licitor and
the ICE need to be fur ther de veloped to ef fec -
tively ad dress and man age privilege claims as
part of a search or der par ticularly in re lation to
ESI.

(c) Ap pro pri ate gen eral aware ness and ed u -
cation strat egies need to be de veloped by rel e-
vant stake holders and de liv ered to those indi-
vid u als in volved in seek ing and ex e cut ing
search or ders with a view to for ma lising ap pro-
pri ate min i mum re quire ments.�
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The re vised prac tice guide lines
have ar gu ably re sulted in

in creased and timely ju di cial
con sid er ation of sig nif i cant

is sues re lated to ESI.


